
azure monitor workbooks

azure monitor workbooks are a powerful feature within Microsoft Azure that allows users to visualize

and analyze data collected from a variety of resources and services. These workbooks provide a

flexible platform for creating interactive reports and dashboards, enabling organizations to gain

valuable insights into their operational health and performance. In this article, we will explore the key

aspects of Azure Monitor Workbooks, including their functionality, benefits, and best practices for

implementation. We will also delve into the various components that make up a workbook and how to

customize them to meet specific organizational needs.

This comprehensive guide will cover the following topics:

Understanding Azure Monitor Workbooks

Key Features of Azure Monitor Workbooks

Benefits of Using Azure Monitor Workbooks

How to Create and Customize Workbooks

Common Use Cases for Azure Monitor Workbooks

Best Practices for Implementing Azure Monitor Workbooks

Understanding Azure Monitor Workbooks



Azure Monitor Workbooks are interactive and customizable reports that allow users to visualize their

monitoring data in a more meaningful way. They are built on top of Azure Monitor and integrate

seamlessly with various Azure resources, including Azure Log Analytics, Application Insights, and

Azure Metrics.

Workbooks provide a wide range of visualization options, including charts, grids, and text, enabling

users to create rich, interactive dashboards tailored to their specific needs. The flexibility offered by

Azure Monitor Workbooks allows teams to collaborate effectively by sharing insights and findings with

stakeholders across the organization.

With a user-friendly interface, Azure Monitor Workbooks make it easy for users to connect to multiple

data sources and aggregate data for comprehensive analysis. This capability is essential for

organizations looking to monitor their cloud resources proactively and respond to performance issues

before they escalate.

Key Features of Azure Monitor Workbooks

Azure Monitor Workbooks come with numerous features that enhance their usability and effectiveness

in data analysis. Understanding these features is crucial for leveraging the full potential of workbooks.

1. Rich Visualization Options

Azure Monitor Workbooks support various visualization types, including:

Bar charts

Pie charts



Time series charts

Grids and tables

Markdown text for annotations

These options allow users to present data in the most effective way possible, making it easier to

interpret and share insights.

2. Data Source Integration

Workbooks can pull data from multiple sources within Azure Monitor, including:

Log Analytics

Application Insights

Azure Metrics

This integration enables users to create consolidated views of their data, leading to better decision-

making.

3. Custom Queries

Using Kusto Query Language (KQL), users can write custom queries to filter and manipulate data. This



feature allows for in-depth analysis tailored to specific needs, providing flexibility in how data is

presented.

4. Sharing and Collaboration

Azure Monitor Workbooks can be easily shared with team members and stakeholders. This sharing

capability fosters collaboration and ensures that everyone has access to the same insights, enhancing

overall transparency within the organization.

Benefits of Using Azure Monitor Workbooks

The use of Azure Monitor Workbooks provides several advantages for organizations looking to

optimize their monitoring and reporting processes.

1. Enhanced Visibility

Workbooks offer a clear visual representation of performance metrics and logs, enabling teams to

quickly identify trends and anomalies. This enhanced visibility is crucial for proactive monitoring and

incident response.

2. Improved Decision-Making

With access to real-time data and customizable reports, stakeholders can make informed decisions

based on accurate insights derived from their monitoring data.



3. Time-Saving Automation

By automating the collection and visualization of data, Azure Monitor Workbooks reduce the time spent

on manual reporting. Teams can focus on analysis and strategy rather than data gathering.

4. Cost-Effective Monitoring

Leveraging Azure Monitor Workbooks can lead to cost savings by optimizing resource usage and

reducing downtime through better monitoring practices.

How to Create and Customize Workbooks

Creating and customizing Azure Monitor Workbooks is a straightforward process that involves several

steps.

1. Accessing Azure Monitor Workbooks

To start with Azure Monitor Workbooks, navigate to the Azure portal and select the Azure Monitor

service. From there, you can access the Workbooks feature.

2. Creating a New Workbook

To create a new workbook:



Select "Workbooks" in the Azure Monitor section.

Click on "New" to create a new workbook.

Choose a template or start from scratch.

This flexibility allows users to customize workbooks according to their needs.

3. Adding Data Sources and Visualizations

Once the workbook is created, users can add data sources by selecting from available options.

Afterward, users can add visualizations by dragging and dropping components onto the canvas and

configuring them to display the desired data.

4. Saving and Sharing Workbooks

After customizing the workbook, users can save their work and share it with other team members. This

sharing capability is essential for collaboration and ensuring that insights are accessible to all relevant

parties.

Common Use Cases for Azure Monitor Workbooks

Azure Monitor Workbooks can be utilized across various scenarios to enhance operational efficiency

and insight generation.



1. Performance Monitoring

Organizations can create workbooks that monitor application performance metrics. By visualizing key

performance indicators (KPIs), teams can quickly identify and address performance issues.

2. Security Monitoring

Workbooks can aggregate security-related metrics and logs, allowing teams to visualize potential

threats and vulnerabilities in their Azure environment.

3. Resource Optimization

By analyzing resource utilization data, organizations can create workbooks that help identify

underutilized resources, leading to cost savings and improved efficiency.

4. Incident Management

Workbooks can be used to track incidents and their resolutions, providing insights into recurring issues

and helping teams improve their incident response processes.

Best Practices for Implementing Azure Monitor Workbooks

To maximize the effectiveness of Azure Monitor Workbooks, organizations should follow best practices

during implementation.



1. Define Clear Objectives

Before creating a workbook, it is crucial to define clear objectives and what insights are expected. This

clarity will guide the design and data selection process.

2. Utilize Templates

Using built-in templates can save time and provide a good starting point. Templates often include pre-

configured queries and visualizations that can be customized further.

3. Regularly Update Workbooks

As organizational needs evolve, regularly updating workbooks ensures they remain relevant and

useful. This practice helps maintain the accuracy and effectiveness of insights derived from the

workbooks.

4. Train Users

Providing training for team members on how to use and customize workbooks can greatly enhance

their effectiveness. Empowering users with knowledge fosters a culture of data-driven decision-making.

Conclusion

Azure Monitor Workbooks are an essential tool for organizations seeking to enhance their monitoring

and reporting capabilities. With their rich visualization options, integration with various data sources,



and customizable nature, workbooks empower teams to gain insights and make informed decisions. By

understanding how to create, customize, and implement workbooks effectively, organizations can

leverage their full potential to optimize performance and drive operational excellence.

Q: What are Azure Monitor Workbooks?

A: Azure Monitor Workbooks are customizable and interactive reports within Azure that allow users to

visualize and analyze monitoring data from various Azure resources.

Q: How do I create a new workbook in Azure Monitor?

A: To create a new workbook, navigate to Azure Monitor in the Azure portal, select "Workbooks," and

then click "New" to start from a template or create one from scratch.

Q: What types of visualizations can I use in Azure Monitor Workbooks?

A: Azure Monitor Workbooks support various visualization types, including bar charts, pie charts, time

series charts, grids, and tables.

Q: Can I share Azure Monitor Workbooks with my team?

A: Yes, Azure Monitor Workbooks can be easily shared with team members, allowing for collaboration

and shared insights.

Q: What is the benefit of using Azure Monitor Workbooks for

performance monitoring?

A: Azure Monitor Workbooks provide enhanced visibility into performance metrics, enabling teams to

quickly identify and address performance issues.



Q: How can I ensure my Azure Monitor Workbooks remain effective

over time?

A: Regularly updating workbooks to reflect changing organizational needs and training team members

on their use will help maintain their effectiveness.

Q: What data sources can I integrate with Azure Monitor Workbooks?

A: Azure Monitor Workbooks can pull data from various sources, including Log Analytics, Application

Insights, and Azure Metrics.

Q: Are there templates available for Azure Monitor Workbooks?

A: Yes, Azure Monitor provides built-in templates that can serve as starting points for creating

customized workbooks.

Q: How does Azure Monitor Workbooks contribute to cost savings?

A: By enabling efficient resource monitoring and optimization, Azure Monitor Workbooks help identify

underutilized resources, leading to cost savings.

Q: What is Kusto Query Language (KQL), and how is it used in

Workbooks?

A: Kusto Query Language (KQL) is used in Azure Monitor Workbooks to write custom queries for

filtering and analyzing data, allowing for tailored insights.
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  azure monitor workbooks: Cloud Observability with Azure Monitor José Ángel Fernández,
Manuel Lázaro Ramírez, 2024-11-22 Implement real-time monitoring, visualization, analytics, and
troubleshooting strategies on Azure to ensure optimal performance and reliability in your cloud
environment Key Features Monitor Azure-native, hybrid, and multi-cloud infrastructure effectively
Design proactive incident responses and visualization dashboards for configuring, optimizing, and
monitoring data Implement strategies for monitoring Azure applications using real-world case
studies Purchase of the print or Kindle book includes a free PDF eBook Book Description Cloud
observability is complex and costly due to the use of hybrid and multi-cloud infrastructure as well as
various Azure tools, hampering IT teams’ ability to monitor and analyze issues. The authors distill
their years of experience with Microsoft to share the strategic insights and practical skills needed to
optimize performance, ensure reliability, and navigate the dynamic landscape of observability on
Azure. You’ll get an in-depth understanding of cloud observability and Azure Monitor basics, before
getting to grips with the configuration and optimization of data sources and pipelines for effective
monitoring. You’ll learn about advanced data analysis techniques using metrics and the Kusto Query
Language (KQL) for your logs, design proactive incident response strategies with automated alerts,
and visualize reports via dashboards. Using hands-on examples and best practices, you’ll explore the
integration of Azure Monitor with Azure Arc and third-party tools, such as Datadog, Elastic Stack, or
Dynatrace. You’ll also implement artificial intelligence for IT Operations (AIOps) and secure
monitoring for hybrid and multi-cloud environments, aligned with emerging trends. By the end of
this book, you’ll be able to develop robust and cost-optimized observability solutions for monitoring
your Azure infrastructure and apps using Azure Monitor. What you will learn Get a holistic overview
of cloud observability with Azure Monitor Configure and optimize data sources to monitor Azure
solutions Analyze logs and metrics using advanced data analysis techniques with KQL Design
proactive incident response strategies with automated alerts Visualize monitoring data through
impactful dashboards and reports Extend observability to hybrid and multi-cloud environments with
Azure Arc Build and implement monitoring solutions on Azure, aligned with industry standards Who
this book is for If you're a seasoned cloud engineer, cloud architect, DevOps engineer, SRE, or an
aspiring cloud practitioner eager to elevate your observability skills on Azure and implement
monitoring strategies using Azure Monitor, then this book is for you. A basic understanding of Azure
cloud services, cloud infrastructure management, and network virtualization will be helpful.
  azure monitor workbooks: The Definitive Guide to KQL Mark Morowczynski, Rod Trent,
Matthew Zorich, 2024-05-16 Turn the avalanche of raw data from Azure Data Explorer, Azure
Monitor, Microsoft Sentinel, and other Microsoft data platforms into actionable intelligence with
KQL (Kusto Query Language). Experts in information security and analysis guide you through what it
takes to automate your approach to risk assessment and remediation, speeding up detection time
while reducing manual work using KQL. This accessible and practical guide—designed for a broad
range of people with varying experience in KQL—will quickly make KQL second nature for
information security. Solve real problems with Kusto Query Language— and build your competitive
advantage: Learn the fundamentals of KQL—what it is and where it is used Examine the anatomy of
a KQL query Understand why data summation and aggregation is important See examples of data
summation, including count, countif, and dcount Learn the benefits of moving from raw data
ingestion to a more automated approach for security operations Unlock how to write efficient and
effective queries Work with advanced KQL operators, advanced data strings, and multivalued strings
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Explore KQL for day-to-day admin tasks, performance, and troubleshooting Use KQL across Azure,
including app services and function apps Delve into defending and threat hunting using KQL
Recognize indicators of compromise and anomaly detection Learn to access and contribute to
hunting queries via GitHub and workbooks via Microsoft Entra ID
  azure monitor workbooks: Azure FinOps Essentials Parag Bhardwaj, Arun Kumar Samayam,
2024-09-30 DESCRIPTION Azure FinOps, the intersection of finance, operations, and technology,
has become paramount in optimizing cloud spending. “Azure FinOps Essentials “is a guide to help
you navigate easily with cost management and optimization within Microsoft Cloud. This book is a
practical guide to cutting cloud costs in Microsoft Azure. It covers everything from understanding
Azure services and cost management to advanced strategies like Infrastructure as Code and
serverless computing. You will learn to set up Azure Cost Management, optimize resources with
tools like Reserved Instances, and enforce governance using Azure Policy. The book also highlights
case studies and best practices to help you build a FinOps culture, streamline costs, and enhance
cost-efficiency in your cloud environment. If you are new to cloud financial management or need a
refresher on some of the best practices, Azure FinOps Essentials is designed for anyone running an
operational workload in both public and private clouds who wants to improve their expense
management within the environment. KEY FEATURES ● An in-depth guide to the fundamentals of
Azure cost management. ● Detailed instructions for creating cost alerts and establishing budgets. ●
Practical strategies to enhance cloud resource efficiency. WHAT YOU WILL LEARN ● Establish and
enforce standards for Azure cloud cost management through auditing. ● Learn cost-saving tactics
like rightsizing and using Reserved Instances. ● Master Azure tools for monitoring spending,
budgeting, and setting up alerts. ● Build custom dashboards to accurately display key financial
metrics. ● Implement governance and compliance for effective cloud financial management. WHO
THIS BOOK IS FOR This book is for cloud architects, DevOps engineers and IT professionals
managing costs in Azure environments. It provides the necessary knowledge and skills to optimize
cloud spending, improve efficiency, and drive business value. TABLE OF CONTENTS 1. Introduction
to Azure FinOps 2. Azure Fundamentals for FinOps 3. Azure Cost Management and Billing 4. Cost
Optimization Strategies 5. Azure Monitoring 6. Cost Allocation and Chargebacks 7. Governance and
Compliance 8. Advanced Azure FinOps Techniques 9. Azure FinOps Best Practices 10. Azure Case
Studies and Real-world Examples 11. Future Trends and Innovations in Azure FinOps 12. Final
Thoughts and Next Steps
  azure monitor workbooks: Microsoft Azure Monitoring & Management Avinash Valiramani,
2022-12-05 Proven best practices for success with every Azure monitoring and management service
For cloud environments to deliver optimal value, their monitoring and management services must be
designed, deployed, and managed well. Leading cloud consultant Avinash Valiramani shows how to
simplify administration, reduce downtime, control cost, solve problems faster, and prepare for any
workload in any environment. Explore detailed, expert coverage of Azure Backup, Azure Site
Recovery, Azure Migrate, Azure Monitor, Azure Network Watcher, Azure Portal, Azure Cloud Shell,
Azure Service Health, Azure Cost Management, and more. Whatever your role in delivering efficient,
reliable cloud services, this best practice, deep dive guide will help you make the most of your Azure
investment. Leading Azure consultant Avinash Valiramani shows how to: Back up on-premises,
Azure-based, and other cloud workloads for short- and long-term retention Implement simple, stable,
cost-effective business continuity/disaster recovery with Azure Site Recovery Discover, assess, and
migrate diverse workloads to Azure, VMs, web apps, databases, and more Monitor all Azure
applications, VMs, and other deployed services centrally via Azure Monitor Track, troubleshoot, and
optimize networking for IaaS resources Create and manage anything from single-service solutions to
complex multi-service architectures Run Azure Cloud Shell's cloud-native command line from any
device, anywhere Monitor service health, workload levels, service layer resources, and availability
Also look for these Definitive Guides to Azure success: Microsoft Azure Compute: The Definitive
Guide Microsoft Azure Networking: The Definitive Guide Microsoft Azure Storage: The Definitive
Guide



  azure monitor workbooks: Azure Architecture Explained David Rendón, Brett Hargreaves,
2023-09-22 Enhance your career as an Azure architect with cutting-edge tools, expert guidance, and
resources from industry leaders Key Features Develop your business case for the cloud with
technical guidance from industry experts Address critical business challenges effectively by
leveraging proven combinations of Azure services Tackle real-world scenarios by applying practical
knowledge of reference architectures Purchase of the print or Kindle book includes a free PDF
eBook Book DescriptionAzure is a sophisticated technology that requires a detailed understanding to
reap its full potential and employ its advanced features. This book provides you with a clear path to
designing optimal cloud-based solutions in Azure, by delving into the platform's intricacies. You’ll
begin by understanding the effective and efficient security management and operation techniques in
Azure to implement the appropriate configurations in Microsoft Entra ID. Next, you’ll explore how to
modernize your applications for the cloud, examining the different computation and storage options,
as well as using Azure data solutions to help migrate and monitor workloads. You’ll also find out how
to build your solutions, including containers, networking components, security principles,
governance, and advanced observability. With practical examples and step-by-step instructions,
you’ll be empowered to work on infrastructure-as-code to effectively deploy and manage resources
in your environment. By the end of this book, you’ll be well-equipped to navigate the world of cloud
computing confidently.What you will learn Implement and monitor cloud ecosystem including,
computing, storage, networking, and security Recommend optimal services for performance and
scale Provide, monitor, and adjust capacity for optimal results Craft custom Azure solution
architectures Design computation, networking, storage, and security aspects in Azure Implement
and maintain Azure resources effectively Who this book is forThis book is an indispensable resource
for Azure architects looking to develop cloud-based services along with deploying and managing
applications within the Microsoft Azure ecosystem. It caters to professionals responsible for crucial
IT operations, encompassing budgeting, business continuity, governance, identity management,
networking, security, and automation. If you have prior experience in operating systems,
virtualization, infrastructure, storage structures, or networking, and aspire to master the
implementation of best practices in the Azure cloud, then this book will become your go-to guide.
  azure monitor workbooks: Developing Solutions for Microsoft Azure AZ-204 Exam Guide Paul
Ivey, Alex Ivanov, 2022-10-19 Build a thorough understanding of the technology, concepts, and
development patterns used in building applications in Azure, through detailed explanations,
hands-on exercises, and downloadable code samples Key Features Written by two Microsoft
technical trainers to help you explore the exam topics in a structured way Understand the “why”,
and not just “how” behind design and solution decisions Follow along examples with downloadable
code samples to help cement each topic’s learning objective Book DescriptionWith the prevalence of
cloud technologies and DevOps ways of working, the industry demands developers who can build
cloud solutions and monitor them throughout their life cycle. Becoming a Microsoft-certified Azure
developer can differentiate developers from the competition, but with such a plethora of information
available, it can be difficult to structure learning in an effective way to obtain certification. Through
easy-to-understand explanations and exercises, this book will provide a more palatable learning
experience than what you may expect from an exam preparation book. You’ll start off with a recap of
some important cloud concepts, such as IaaS, PaaS, and SaaS. From there, you’ll learn about each
relevant solution area, with use cases. The chapters also cover different implementation
methodologies, both manual and programmatic – ranging from compute resources such as App
Service and serverless applications to storage, database, security, monitoring solutions, and
connecting to third-party services. By the end of this book, you'll have learned everything you need
to pass the AZ-204 certification exam and have a handy, on-the-job reference guide.What you will
learn Develop Azure compute solutions Discover tips and tricks from Azure experts for interactive
learning Use Cosmos DB storage and blob storage for developing solutions Develop secure cloud
solutions for Azure Use optimization, monitoring, and troubleshooting for Azure solutions Develop
Azure solutions connected to third-party services Who this book is for This book is for Azure



developers looking to improve their Azure development knowledge to pass the AZ-204 exam. This
book assumes at least one year of professional development experience with Azure, with the ability
to program in at least one language supported by Azure. Existing Azure CLI and PowerShell skills
will also be useful.
  azure monitor workbooks: Mastering Azure Virtual Desktop Ryan Mangan, Neil McLoughlin,
Marcel Meurer, 2024-07-26 Explore the advanced capabilities of Azure Virtual Desktop and enhance
your skills in cloud-based virtualization and remote application delivery Key Features Learn how to
design a strong architecture for your Azure Virtual Desktop Implement, monitor, and maintain a
virtual desktop environment Gain insights into Azure Virtual Desktop and prepare successfully for
the AZ-140 exam Purchase of the print or Kindle book includes a free PDF eBook Book Description
Acquire in-depth knowledge for designing, building, and supporting Azure Virtual Desktop
environments with the updated second edition of Mastering Azure Virtual Desktop. With content
aligned with exam objectives, this book will help you ace the Microsoft AZ-140 exam. This book
starts with an introduction to Azure Virtual Desktop before delving into the intricacies of planning
and architecting its infrastructure. As you progress, you’ll learn about the implementation process,
with an emphasis on best practices and effective strategies. You’ll explore key areas such as
managing and controlling access, advanced monitoring with the new Azure Monitoring Agent, and
advanced application deployment. You’ll also gain hands-on experience with essential features like
the MSIX app attach, enhancing user experience and operational efficiency. Beyond advancing your
skills, this book is a crucial resource for those preparing for the Microsoft Certified: Azure Virtual
Desktop Specialty certification. By the end of this book, you’ll have a thorough understanding of the
Azure Virtual Desktop environment, from design to implementation. What you will learn Architect a
robust Azure Virtual Desktop setup Master the essentials of networking and storage configurations
Create and configure session host images and host pools Gain insights into controlling access and
enhancing security Implement FSLogix profile containers and Cloud Cache for improved
performance Discover MSIX app attach for efficient application delivery Understand strategies for
business continuity and disaster recovery Monitor and manage the performance and health of your
Azure Virtual Desktop environment Who this book is for Mastering Azure Virtual Desktop is for IT
professionals, modern workspace administrators, architects, and consultants who want to learn how
to design, implement, and manage Azure Virtual Desktop environments. Whether you're aiming to
enhance your expertise in cloud virtualization or preparing for the Microsoft AZ-140 exam, this
guide is an invaluable resource for advancing your skills.
  azure monitor workbooks: Azure AI-102 Certification Essentials Peter T. Lee, 2025-08-14
Go beyond AI-102 certification by mastering the foundations of Azure AI concepts and
services—reinforced through practical labs and real-world examples. Key Features Solidify your
understanding with targeted questions at the end of each chapter Assess your knowledge of key
concepts with over 45 exam-style questions, complete with detailed explanations Get hands-on
experience with GitHub projects, along with ongoing support from the author on GitHub Purchase of
the print or Kindle book includes a free PDF eBook Book DescriptionWritten by a seasoned solutions
architect and Microsoft AI professional with over 25 years of IT experience, Azure AI-102
Certification Essentials will help you gain the skills and knowledge needed to confidently pass the
Azure AI-102 certification exam and advance your career. This comprehensive guide covers all of the
exam objectives, from designing AI solutions to integrating AI models into Azure services. By
combining theoretical concepts with visual examples, hands-on exercises, and real-world use cases,
the chapters teach you how to effectively apply your new-found knowledge. The book emphasizes
responsible AI practices, addressing fairness, reliability, privacy, and security, while guiding you
through testing AI models with diverse data and navigating legal considerations. Featuring the latest
Azure AI tools and technologies, each chapter concludes with hands-on exercises to reinforce your
learning, culminating in Chapter 11's comprehensive set of 45 mock questions that simulate the
actual exam and help you assess your exam readiness. By the end of this book, you'll be able to
confidently design, implement, and integrate AI solutions on Azure, while achieving this highly



sought-after certification.What you will learn Learn core concepts relating to AI, LLMs, NLP, and
generative AI Build and deploy with Azure AI Foundry, CI/CD, and containers Manage and secure
Azure AI services with built-in tools Apply responsible AI using Azure AI Content Safety Perform
OCR and analysis with Azure AI Vision Build apps with the Azure AI Language and Speech services
Explore knowledge mining with Azure AI Search and Content Understanding Implement RAG and
fine-tuning with Azure OpenAI Build agents using Azure AI Foundry Agent Service and Semantic
Kernel Who this book is for If you're preparing for the Azure AI-102 certification exam, this book is
for you. Developers, engineers, and career transitioners moving from traditional software
development to AI-focused roles can use this guide to deepen their understanding of AI within the
Azure ecosystem. This book is also beneficial for students and educators looking to apply AI/ML
concepts using Azure. No prior experience in AI/ML is required as this book provides comprehensive
coverage of exam topics with detailed explanations, practical examples, and hands-on exercises to
build your confidence and expertise.
  azure monitor workbooks: Mastering Windows Security and Hardening Mark Dunkerley,
Matt Tumbarello, 2022-08-19 A comprehensive guide to administering and protecting the latest
Windows 11 and Windows Server 2022 from the complex cyber threats Key Features Learn to
protect your Windows environment using zero-trust and a multi-layered security approach
Implement security controls using Intune, Configuration Manager, Defender for Endpoint, and more
Understand how to onboard modern cyber-threat defense solutions for Windows clients Book
DescriptionAre you looking for the most current and effective ways to protect Windows-based
systems from being compromised by intruders? This updated second edition is a detailed guide that
helps you gain the expertise to implement efficient security measures and create robust defense
solutions using modern technologies. The first part of the book covers security fundamentals with
details around building and implementing baseline controls. As you advance, you’ll learn how to
effectively secure and harden your Windows-based systems through hardware, virtualization,
networking, and identity and access management (IAM). The second section will cover administering
security controls for Windows clients and servers with remote policy management using Intune,
Configuration Manager, Group Policy, Defender for Endpoint, and other Microsoft 365 and Azure
cloud security technologies. In the last section, you’ll discover how to protect, detect, and respond
with security monitoring, reporting, operations, testing, and auditing. By the end of this book, you’ll
have developed an understanding of the processes and tools involved in enforcing security controls
and implementing zero-trust security principles to protect Windows systems.What you will learn
Build a multi-layered security approach using zero-trust concepts Explore best practices to
implement security baselines successfully Get to grips with virtualization and networking to harden
your devices Discover the importance of identity and access management Explore Windows device
administration and remote management Become an expert in hardening your Windows
infrastructure Audit, assess, and test to ensure controls are successfully applied and enforced
Monitor and report activities to stay on top of vulnerabilities Who this book is for If you're a
cybersecurity or technology professional, solutions architect, systems engineer, systems
administrator, or anyone interested in learning how to secure the latest Windows-based systems,
this book is for you. A basic understanding of Windows security concepts, Intune, Configuration
Manager, Windows PowerShell, and Microsoft Azure will help you get the best out of this book.
  azure monitor workbooks: The Art of Site Reliability Engineering (SRE) with Azure Unai
Huete Beloki, 2025-08-30 Gain a foundational understanding of SRE and learn its basic concepts and
architectural best practices for deploying Azure IaaS, PaaS, and microservices-based resilient
architectures. The new edition of the book has been updated with the latest Azure features for
high-availability in storage, networking, and virtual machine computing. It also includes new
updates in Azure SQL, Cosmos DB, and Azure Load Testing. Additionally, the integration of agents
with Microsoft services has been covered in this revised edition. After reading this book, you will
understand the underlying concepts of SRE and its implementation using Azure public cloud. What
You Will Learn: Learn SRE definitions and metrics like SLI/SLO/SLA, Error Budget, toil, MTTR,



MTTF, and MTBF Understand Azure Well-Architected Framework (WAF) and Disaster Recovery
scenarios on Azure Understand resiliency and how to design resilient solutions in Azure for different
architecture types and services Master core DevOps concepts and the difference between SRE and
tools like Azure DevOps and GitHub Utilize Azure observability tools like Azure Monitor, Application
Insights, KQL or Grafana Who Is This Book For: IT operations administrators, engineers, security
team members, as well as developers or DevOps engineers.
  azure monitor workbooks: Essential Solutions Architect’s Handbook Bikramjit Debnath,
2025-04-30 DESCRIPTION In an era where cloud computing, AI, and automation are reshaping
industries, this book offers a comprehensive guide for IT professionals seeking to master modern
software architecture. It will help bridge the gap between technical expertise and strategic
leadership, empowering developers and mid-career professionals to stay ahead in an AI-driven,
cloud-first world. Structured into six categories, this book covers key areas such as cloud
foundations and migration, modern application development, and AI and advanced technologies.
Readers will learn strategies for seamless cloud migration, microservices, serverless computing, and
real-time data processing. This book will also provide insights into AI architecture, MLOps, and
cloud data warehousing. The book’s focus on infrastructure automation, observability, and FinOps
ensures operational efficiency while preparing you for future technological trends like
hybrid/multi-cloud strategies, quantum computing, and sustainable IT practices. After reading this
book, readers will have gained practical skills in cloud architecture, AI deployment, and data-driven
decision-making. With strategic insights and industry best practices, they will be well-equipped to
take on leadership roles such as solution architect, enterprise architect, or CTO, driving innovation
and shaping the future of technology in their organizations. WHAT YOU WILL LEARN ● Understand
solution architecture principles and design scalable solutions. ● Learn cloud migration strategies,
including data center and application assessments. ● Explore modern application design practices
like microservices and serverless. ● Master data management, governance, and real-time data
processing techniques. ● Gain insights into generative AI, AI operationalization, and MLOps. ●
Automate infrastructure with IaC, observability, and site reliability engineering. WHO THIS BOOK IS
FOR This book is designed for experienced cloud engineers, cloud developers, systems
administrators, and solutions architects who aim to expand their expertise toward a CTO-level
understanding. It is perfect for professionals with intermediate to advanced knowledge of cloud
technologies, systems architecture, and programming, seeking to elevate their strategic and
technical skills. TABLE OF CONTENTS 1. Introduction to Solution Architecture 2. Cloud Migration
Essentials 3. Operational Excellence in Cloud 4. Modern Application Architecture 5. Development
Practices and Tools 6. Data Architecture and Processing 7. Data Strategy and Governance 8.
Advanced Analytics 9. Generative AI and Machine Learning 10. Automation and Infra Management
11. FinOps Foundations 12. Security, Privacy, and Ethics 13. Innovation and Future Technologies 14.
CTO’s Playbook for Transformation APPENDIX: Additional Resources for Further Learning
  azure monitor workbooks: Microsoft Intune Administration Manish Bangia, 2024-07-31
DESCRIPTION This book is outlined in a way that will help the readers learn the concepts of
Microsoft Intune from scratch, covering the basic terminologies used. It aims to start your Intune
journey in the most efficient way to build your career and help you upscale existing skills. It not only
covers the best practices of Microsoft Intune but also co-management and migration strategy for
Configuration Manager. Readers will understand the workload feature of SCCM and learn how to
create a strategy to move the workload steadily. The book includes all practical examples of
deploying applications, updates, and policies, and a comparison of the same with on-premises
solutions including SCCM/WSUS/Group Policy, etc. Troubleshooting aspects of Intune-related issues
are also covered. The readers will be able to implement effective solutions to their organization the
right way after reading the book. They will become confident with device management and further
expand their career into multiple streams based upon the solid foundation. KEY FEATURES ●
Understanding the basics and setting up environment for Microsoft Intune. ● Optimizing device
performance with Endpoint analytics. ● Deploying applications, updates, policies, etc., using Intune.



WHAT YOU WILL LEARN ● Microsoft Intune basics and terminologies. ● Setting up Microsoft
Intune and integration with on-premises infrastructure. ● Device migration strategy to move away
from on-premises to cloud solution. ● Device configuration policies and settings. ● Windows
Autopilot configuration, provisioning, and deployment. ● Reporting and troubleshooting for
Intune-related tasks. WHO THIS BOOK IS FOR This book targets IT professionals, particularly those
managing devices, including system administrators, cloud architects, and security specialists,
looking to leverage Microsoft Intune for cloud-based or hybrid device management. TABLE OF
CONTENTS 1. Introduction to the Course 2. Fundamentals of Microsoft Intune 3. Setting Up and
Configuring Intune 4. Device Enrollment Method 5. Preparing Infrastructure for On-premises Infra
with SCCM 6. Co-management: Migration from SCCM to Intune 7. Explore Device Management
Features 8. Configure Windows Update for Business 9. Application Management 10. Configuration
Policies and Settings 11. Windows Autopilot 12. Device Management and Protection 13. Securing
Device 14. Reporting and Monitoring 15. Endpoint Analytics 16. Microsoft Intune Suite and Advance
Settings 17. Troubleshooting
  azure monitor workbooks: Exam Ref AZ-303 Microsoft Azure Architect Technologies Timothy
L. Warner, Mike Pfeiffer, Derek Schauland, Nicole Stevens, Gurvinder Singh, 2020-12-09 Prepare for
Microsoft Exam AZ-303—and help demonstrate your real-world mastery of architecting high-value
Microsoft Azure solutions for your organization or customers. Designed for modern IT professionals,
this Exam Ref focuses on the critical thinking and decision-making acumen needed for success at the
Microsoft Certified Expert level. Focus on the expertise measured by these objectives: • Implement
and monitor an Azure infrastructure • Implement management and security solutions • Implement
solutions for apps • Implement and manage data platforms This Microsoft Exam Ref: • Organizes its
coverage by exam objectives • Features strategic, what-if scenarios to challenge you • Assumes you
are an IT professional who wants to demonstrate your ability to design modern Microsoft Azure
solutions involving compute, network, storage, and security About the Exam Exam AZ-303 focuses
on knowledge needed to implement cloud infrastructure monitoring, storage accounts, and VMs
(Windows and Linux); automate resource deployment and configuration; implement virtual
networking and Azure Active Directory; implement and manage hybrid identities; manage Azure
workloads; implement Azure Site Recovery; implement application infrastructure; manage
application security; implement load balancing and network security; integrate Azure virtual
networks with on-premises networks; implement and manage Azure governance solutions; manage
Role-Based Access Control; implement application infrastructure and container-based apps;
implement NoSQL and Azure SQL databases; and implement Azure SQL database managed
instances. About Microsoft Certification Passing this exam and Exam AZ-304: Microsoft Azure
Architect Design fulfills your requirements for the Microsoft Certified: Azure Solutions Architect
Expert credential, demonstrating your expertise in compute, network, storage, and security for
designing and implementing modern cloudbased solutions that run on Microsoft Azure. See full
details at: microsoft.com/learn
  azure monitor workbooks: Exam Ref SC-900 Microsoft Security, Compliance, and
Identity Fundamentals Yuri Diogenes, Nicholas DiCola, Kevin McKinnerney, Mark Morowczynski,
2021-11-22 Prepare for Microsoft Exam SC-900 and help demonstrate your real-world knowledge of
the fundamentals of security, compliance, and identity (SCI) across cloud-based and related
Microsoft services. Designed for business stakeholders, new and existing IT professionals, functional
consultants, and students, this Exam Ref focuses on the critical thinking and decision-making
acumen needed for success at the Microsoft Certified: Security, Compliance, and Identity
Fundamentals level. Focus on the expertise measured by these objectives: • Describe the concepts
of security, compliance, and identity • Describe the capabilities of Microsoft identity and access
management solutions • Describe the capabilities of Microsoft security solutions • Describe the
capabilities of Microsoft compliance solutions This Microsoft Exam Ref: • Organizes its coverage by
exam objectives • Features strategic, what-if scenarios to challenge you • Assumes you are a
business user, stakeholder, consultant, professional, or student who wants to create holistic,



end-to-end solutions with Microsoft security, compliance, and identity technologies About the Exam
Exam SC-900 focuses on knowledge needed to describe: security and compliance concepts and
methods; identity concepts; Azure AD identity services/types, authentication, access management,
identity protection, and governance; Azure, Azure Sentinel, and Microsoft 365 security management;
Microsoft 365 Defender threat protection and Intune endpoint security; Microsoft 365 compliance
management, information protection, governance, insider risk, eDiscovery, and audit capabilities;
and Azure resource governance. About Microsoft Certification Passing this exam fulfills your
requirements for the Microsoft Certified: Security, Compliance, and Identity Fundamentals
certification, helping to demonstrate your understanding of the fundamentals of security,
compliance, and identity (SCI) across cloud-based and related Microsoft services. With this
certification, you can move on to earn more advanced related Associate-level role-based
certifications. See full details at: microsoft.com/learn
  azure monitor workbooks: Microsoft Security Operations Analyst Associate (SC-200)
Certification Guide: Master Microsoft Security Operations, Threat Response, and Cloud
Defense to ace the SC-200 Certification Exam Aditya Katira, 2025-06-12 Detect, Investigate, and
Respond to Threats with Microsoft tools Key Features● In-depth coverage of Microsoft SC 200
Certification to secure identities, endpoints, and cloud workloads across hybrid environments.●
Hands-on guidance with KQL, threat hunting, and automation to simulate real-world security
operations.● Exclusive insights on AI-powered security using Microsoft Copilot and emerging trends
shaping the future of SOC operations. Book DescriptionThe Microsoft Security Operations Analyst
certification (SC-200) is a vital credential for anyone aiming to excel in modern cybersecurity roles.
The Microsoft Security Operations Analyst Associate (SC-200) Certification Guide is your companion
for mastering the skills and tools needed to pass the exam and thrive as a Security Operations
Analyst in Microsoft environments. Through in-depth coverage of Microsoft Sentinel, Microsoft
Defender for Cloud, and Microsoft 365 Defender, you'll learn to detect, investigate, and respond to
threats across hybrid and cloud infrastructures. With a focus on real-world use cases, this book
walks you through key concepts such as threat mitigation, incident response, and security
monitoring—all aligned with the latest SC-200 objectives. You’ll gain hands-on experience
configuring Microsoft’s security tools, writing queries using Kusto Query Language (KQL), creating
custom detection rules, and automating responses for streamlined SOC operations. Each chapter
builds your expertise through practical examples and exercises, helping bridge the gap between
certification prep and operational readiness. Whether you're looking to boost your cybersecurity
career or strengthen your organization’s defenses, this guide provides the knowledge and exam
confidence you need. Take the next step to become a Microsoft Security Operations Analyst expert.
What you will learn● Configure and operationalize Microsoft Defender for Identity, Endpoint, and
Cloud to protect users and resources.● Leverage Microsoft Copilot for Security to enhance
investigation and response using generative AI capabilities.● Implement Data Loss Prevention
(DLP), Insider Risk Management, and eDiscovery for robust information protection.● Use Kusto
Query Language (KQL) to analyze logs, hunt threats, and develop custom queries.● Enhance
security visibility through effective use of data connectors and threat intelligence feeds in Microsoft
Sentinel.● Automate detection and response workflows using Sentinel’s playbooks, analytics rules,
and notebooks for advanced threat management. Table of Contents1. Microsoft Defender Identity
Endpoint Cloud and More2. Microsoft Copilot for Security with AI Assistance3. Mastering Data
Protection with Data Loss Prevention, Insider Risk, and Content Search4. Securing Endpoint
Deployment Management and Investigation5. Managing Security Posture Across Platforms6. KQL
Mastery for Querying Analyzing and Working with Security Data7. Optimizing Security Operations
with Log Management Watchlists and Threat Intelligence8. Expanding Security Visibility with Data
Connectors in Microsoft Sentinel9. Tactical Threat Management with Detection Automation and
Response10. Decoding Threat Hunting by Leveraging Search Jobs and Notebooks11. Future Trends
in Security Operations Index
  azure monitor workbooks: Microsoft Security Operations Analyst Associate (SC-200)



Certification Guide Aditya Katira, 2025-06-12 TAGLINE Detect, Investigate, and Respond to
Threats with Microsoft tools KEY FEATURES ● In-depth coverage of Microsoft SC 200 Certification
to secure identities, endpoints, and cloud workloads across hybrid environments. ● Hands-on
guidance with KQL, threat hunting, and automation to simulate real-world security operations. ●
Exclusive insights on AI-powered security using Microsoft Copilot and emerging trends shaping the
future of SOC operations. DESCRIPTION The Microsoft Security Operations Analyst certification
(SC-200) is a vital credential for anyone aiming to excel in modern cybersecurity roles. The
Microsoft Security Operations Analyst Associate (SC-200) Certification Guide is your companion for
mastering the skills and tools needed to pass the exam and thrive as a Security Operations Analyst in
Microsoft environments. Through in-depth coverage of Microsoft Sentinel, Microsoft Defender for
Cloud, and Microsoft 365 Defender, you'll learn to detect, investigate, and respond to threats across
hybrid and cloud infrastructures. With a focus on real-world use cases, this book walks you through
key concepts such as threat mitigation, incident response, and security monitoring—all aligned with
the latest SC-200 objectives. You’ll gain hands-on experience configuring Microsoft’s security tools,
writing queries using Kusto Query Language (KQL), creating custom detection rules, and
automating responses for streamlined SOC operations. Each chapter builds your expertise through
practical examples and exercises, helping bridge the gap between certification prep and operational
readiness. Whether you're looking to boost your cybersecurity career or strengthen your
organization’s defenses, this guide provides the knowledge and exam confidence you need. Take the
next step to become a Microsoft Security Operations Analyst expert. WHAT WILL YOU LEARN ●
Configure and operationalize Microsoft Defender for Identity, Endpoint, and Cloud to protect users
and resources. ● Leverage Microsoft Copilot for Security to enhance investigation and response
using generative AI capabilities. ● Implement Data Loss Prevention (DLP), Insider Risk
Management, and eDiscovery for robust information protection. ● Use Kusto Query Language (KQL)
to analyze logs, hunt threats, and develop custom queries. ● Enhance security visibility through
effective use of data connectors and threat intelligence feeds in Microsoft Sentinel. ● Automate
detection and response workflows using Sentinel’s playbooks, analytics rules, and notebooks for
advanced threat management. WHO IS THIS BOOK FOR? This book is ideal for security analysts,
system administrators, and IT professionals preparing for the SC-200: Microsoft Security Operations
Analyst certification. It is also valuable for those looking to deepen their expertise in Microsoft
security solutions. A working knowledge of Microsoft Azure, Microsoft 365, and core cybersecurity
concepts is recommended to get the most from this guide. TABLE OF CONTENTS 1. Microsoft
Defender Identity Endpoint Cloud and More 2. Microsoft Copilot for Security with AI Assistance 3.
Mastering Data Protection with Data Loss Prevention, Insider Risk, and Content Search 4. Securing
Endpoint Deployment Management and Investigation 5. Managing Security Posture Across
Platforms 6. KQL Mastery for Querying Analyzing and Working with Security Data 7. Optimizing
Security Operations with Log Management Watchlists and Threat Intelligence 8. Expanding Security
Visibility with Data Connectors in Microsoft Sentinel 9. Tactical Threat Management with Detection
Automation and Response 10. Decoding Threat Hunting by Leveraging Search Jobs and Notebooks
11. Future Trends in Security Operations Index
  azure monitor workbooks: Cloud Native Security Cookbook Josh Armitage, 2022-04-21 With
the rise of the cloud, every aspect of IT has been shaken to its core. The fundamentals for building
systems are changing, and although many of the principles that underpin security still ring true,
their implementation has become unrecognizable. This practical book provides recipes for AWS,
Azure, and GCP to help you enhance the security of your own cloud native systems. Based on his
hard-earned experience working with some of the world's biggest enterprises and rapidly iterating
startups, consultant Josh Armitage covers the trade-offs that security professionals, developers, and
infrastructure gurus need to make when working with different cloud providers. Each recipe
discusses these inherent compromises, as well as where clouds have similarities and where they're
fundamentally different. Learn how the cloud provides security superior to what was achievable in
an on-premises world Understand the principles and mental models that enable you to make optimal



trade-offs as part of your solution Learn how to implement existing solutions that are robust and
secure, and devise design solutions to new and interesting problems Deal with security challenges
and solutions both horizontally and vertically within your business
  azure monitor workbooks: Exam Prep AZ-305 Lalit Rawat, 2024-07-24 DESCRIPTION “Exam
Prep AZ-305: Designing Microsoft Azure Infrastructure Solutions” book is a comprehensive guide for
IT professionals preparing for the Microsoft Azure AZ-305 certification exam. This book offers
detailed insights into designing scalable, secure, and resilient infrastructure solutions on the Azure
platform, aligning with the latest exam objectives. It covers critical topics such as designing
governance, security, storage, and networking solutions, ensuring readers have the necessary
knowledge to architect effective Azure solutions. Through a blend of theoretical concepts and
practical exercises, this guide equips readers with the skills needed to apply Azure best practices in
real-world scenarios. Each chapter covers specific areas of infrastructure design, providing
step-by-step instructions, expert tips, and real-life examples to illustrate complex concepts. This
practical approach not only helps in mastering the exam content but also enhances the reader's
ability to solve real-world challenges in their job roles. It not only prepares you for certification but
also empowers you to design and implement robust Azure infrastructure solutions, thereby
enhancing your capabilities and career prospects in the evolving field of cloud technology. KEY
FEATURES ● Expertise in Azure networking, storage, compute, identity management, monitoring,
security, hybrid cloud solutions, and disaster recovery. ● Learn to design and implement robust
Azure infrastructure solutions. ● Prepare for the AZ-305 Azure Infrastructure Architect certification
exam. ● Utilize up-to-date Microsoft AZ-305 curriculum. WHAT YOU WILL LEARN ● Master Azure
governance principles. ● Design secure authentication and authorization solutions. ● Architect
scalable compute solutions on Azure. ● Implement effective data storage and integration strategies.
● Design robust backup and disaster recovery solutions. ● Learn key migration strategies for
transitioning to Azure. WHO THIS BOOK IS FOR Whether you are an aspiring cloud architect, a
seasoned IT professional, or someone looking to advance their career in cloud computing, this book
serves as an essential resource. TABLE OF CONTENTS 1. Designing Governance 2. Designing
Authentication and Authorization Solutions 3. Designing a Solution Monitor of Azure Resources 4.
Designing an Azure Compute Solution 5. Designing a Data Storage Solution for Non-relational Data
6. Designing Data Integration 7. Designing Data Storage Solutions for Relational Data 8. Designing
Network Solutions 9. Designing a Solution for Backup and Disaster Recovery 10. Designing
Migration 11. Azure Well-Architected Framework 12. Exam Preparation Guidelines and Assessment
Questions 13. Azure Architect Exam Mock Test
  azure monitor workbooks: DevOps Design Pattern Pradeep Chintale, 2023-12-29 DevOps
design, architecture and its implementations with best practices KEY FEATURES ● Streamlined
collaboration for faster, high-quality software delivery. ● Efficient automation of development,
testing, and deployment processes. ● Integration of continuous monitoring and security measures
for reliable applications. DESCRIPTION DevOps design patterns encompass a set of best practices
aimed at revolutionizing the software development lifecycle. It introduces a collaborative and
streamlined approach to bring together different aspects of development, testing, deployment, and
operations. At its core, DevOps seeks to break down traditional silos between these functions,
fostering a culture of cooperation and continuous communication among teams. This
interconnectivity enables faster, higher-quality software delivery by eliminating bottlenecks. DevOps
best practices offer significant benefits to DevOps engineers, enhancing their effectiveness and
efficiency. Examine best practices for version control and dynamic environments closely, learn how
to build once, deploy many, and master the art of continuous integration and delivery (CI/CD),
reducing manual intervention and minimizing errors. Each chapter equips you with actionable
insights, guiding you through automated testing, robust monitoring, and effective rollback
strategies. You will confidently tap into the power of Infrastructure as Code (IaC) and DevSecOps
methodologies, ensuring secure and scalable software delivery. Overall, DevOps best practices
enable DevOps engineers to deliver high-quality, scalable, and secure software in a more



streamlined and collaborative environment. WHAT YOU WILL LEARN ● Apply DevOps design
patterns to optimize system architecture and performance. ● Implement DevOps best practices for
efficient software development. ● Establish robust and scalable CI/CD processes with security
considerations. ● Effectively troubleshoot issues and ensure reliable and resilient software. ●
Seamlessly integrate security practices into the entire software development lifecycle, from coding
to deployment. WHO THIS BOOK IS FOR Software Developers, Software Architects, Infrastructure
Engineers, Operation Engineers, Cloud Engineers, Quality Assurance (QA) Engineers, and all
DevOps professionals across all experience levels to master efficient software delivery through
proven design patterns. TABLE OF CONTENTS 1. Why DevOps 2. Implement Version Control and
Tracking 3. Dynamic Developer Environment 4. Build Once, Deploy Many 5. Frequently Merge Code:
Continuous Integration 6. Software Packaging and Continuous Delivery 7. Automated Testing 8.
Rapid Detection of Compliance Issues and Security Risks 9. Rollback Strategy 10. Automated
Infrastructure 11. Focus on Security: DevSecOps
  azure monitor workbooks: Design and Deploy IoT Network & Security with Microsoft Azure
Puthiyavan Udayakumar, Dr. R Anandan, 2024-11-07 Unlock the potential of IoT with Microsoft
Azure through this comprehensive guide, designed to elevate your understanding and
implementation of cutting-edge IoT network and security solutions. Whether you are a beginner or a
seasoned professional, this book offers clear, actionable insights to help you master the intricacies of
IoT with Azure. This book equips you with the expertise to design and deploy secure, efficient, and
scalable IoT networks using Microsoft Azure. It is your key to becoming a proficient IoT architect
and security specialist. What You Will Learn Know the fundamentals of IoT networks and security,
including key concepts, terminologies, and the importance of securing IoT deployments Dive into
Azure Edge Services to design and deploy edge solutions that bring computation and data storage
closer to the data source, enhancing speed and efficiency Explore the architecture and deployment
of Azure IoT networks to gain practical knowledge on setting up scalable, reliable, and secure IoT
networks tailored to your needs Study best practices and strategies for securing your IoT
environment and ensuring robust protection against emerging threats Monitor and manage your IoT
solutions effectively via tools and techniques for maintaining optimal performance, diagnosing
issues, and ensuring seamless operation of your IoT networks Who This Book Is For IoT network and
security engineers, architects, and Azure IoT developers
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